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Notes:

2) If you do not see deferral options, you may need to use group policy editor to defer quality updates 

VERSION PATCH NUMBER
RELEASE 

DATE

Home users 

est install by

Biz users est 

install by
STATUS SPECIAL NOTES DESCRIPTION INSTALL NOTES CHANGES/ISSUES

CHROMEBOOK

Chrome OS Google 9/2/2022 automatic automatic Install 105.0.5195.127 Will be pushed to you

Apple

iOS 15.7 and iPadOS 15.7 Apple 9/12/2022 Install Includes several zero days

iOS 16.02 Apple 9/22/2022 Defer New version, lots of changes

WatchOS 9.0.1 Apple 9/22/2022 Install Security and bug fixes

Monterey 12.6 Apple 9/12/2022 Install

Big Sur 11.7 Apple 9/12/2022 Install

Catalina 2022-005 Apple 7/20/2022 Install

Safari 16 Apple 9/12/2022 Install

BROWSERS

     CHROME

105.0.5195.127 9/2/2022 Install Will update automatically Includes fix for zero day

    FIREFOX

104.0.2 9/6/2022 Install Will update automatically

      EDGE

105.0.1343.53 9/26/2022 Install Will update automatically Edge based on Chromium Includes fix for zero day

     BRAVE

1.43.93 9/14/2022 Install Will update automatically Includes fix for zero day

     VIVALDI

5.4 9/23/2022 Install Will update automatically Includes fix for zero day

Various OS

Secure boot patch 5012170 8/9/2022 Defer Use tools at www.blockapatch.com to hide update for home/consumers

WINDOWS 11 

Version 22H2 9/20/2022 Defer Initial release

.NET 3.5 & 4.8 5017859 9/20/2022 Defer .NET 4.8 Preview was pushed to wsus

.NET 3.5 & 4.8 5017859 9/20/2022 Defer .NET 4.8 Preview was pushed to wsus

.NET 3.5 & 4.8 5017024 9/13/2022 Install Includes security updates .NET 4.8

.NET3.5 & 4.8.1 5017029 9/13/2022 Install Includes security updates .NET 4.8

Version 21H2 5017383 9/20/2022 Defer Preview update

Version 21H2 5017328 9/13/2022 Install Cumulative update

Version 21H2 4023057 11/9/2021 Defer Update for Windows 11 Update Service componentsIf this gets offered to you, review free space on your C drive and general health of your computer

WINDOWS 10

Remember 2004 dropped out of support in December/20H2 got the final update in May

.NET 3.5 & 4.8 5017858 9/20/2022 Defer .NET 4.8 Preview was pushed to wsus

Versions 21H2 / 21H1 / 20H2 5017308 9/13/2022 Install Cumulative update

.NET 3.5 & 4.8 5017022 9/13/2022 Install Includes security updates .NET 4.8

.NET3.5 & 4.8.1 5017025 9/13/2022 Install Includes security updates .NET 4.8

Versions 21H2 / 21H1 / 20H2 5005463 10/26/2021 Avoid see note below PC Health application Includes diagnostics to see if you can run 11

Versions 21H2 / 21H1 / 20H2 4023057 11/9/2021 Avoid see note below Update for Windows 10 Update Service componentsIf this gets offered to you, review free space on your C drive and general health of your computer

Remember 1909 is no longer supported - May was the last patch for that platform

Versions 1909 5013945 5/10/2022 Install Cumulative update

Versions 1909 5013627 5/10/2022 Install .NET 3.5 and 4.8 No new security patches included

Version 1903 2/9/2021 No longer under support

Sheet updated: 

Known issues page: 

1) I've tested these updates in my network and home pcs

       See: https://www.thewindowsclub.com/set-period-defer-upgrades-updates-windows-10

Review this list for CISA's listing of known exploited vulnerabilities
       Note these registry keys are still respected in all versions of Windows 10

https://docs.microsoft.com/en-us/windows/release-information/resolved-issues-windows-10-2004
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://support.google.com/chromebook/thread/140825864/introducing-chrome-os-m96-to-the-stable-channel?hl=en
https://www.bleepingcomputer.com/news/google/google-chromebook-bug-causes-black-screens-after-login/
https://support.apple.com/en-us/HT201222
https://support.apple.com/en-us/HT201222
https://support.apple.com/en-us/HT201222
https://support.apple.com/en-us/HT201222
https://support.apple.com/en-us/HT201222
https://support.apple.com/en-us/HT201222
https://support.apple.com/en-us/HT201222
https://chromereleases.googleblog.com/2022/08/stable-channel-update-for-desktop_16.html
https://www.mozilla.org/en-US/firefox/104.0.2/releasenotes/
https://docs.microsoft.com/en-us/deployedge/microsoft-edge-relnote-stable-channel
https://brave.com/latest/
https://vivaldi.com/?welcome=1&lang=en
https://support.microsoft.com/en-us/help/5012170
http://www.blockapatch.com/
https://support.microsoft.com/en-us/help/5017859
https://support.microsoft.com/en-us/help/5017859
https://support.microsoft.com/en-us/help/5017024
https://support.microsoft.com/en-us/help/5017029
https://support.microsoft.com/en-us/help/5017383
https://support.microsoft.com/en-us/help/5017328
https://support.microsoft.com/en-us/help/4023057
https://support.microsoft.com/en-us/help/5017858
https://support.microsoft.com/en-us/help/5016616
https://support.microsoft.com/en-us/help/5017022
https://support.microsoft.com/en-us/help/5017025
https://support.microsoft.com/en-us/topic/kb5005463-pc-health-check-application-e33cf4e2-49e2-4727-b913-f3c5b1ee0e56
https://support.microsoft.com/en-us/help/4023057
https://support.microsoft.com/en-us/help/5013945
https://support.microsoft.com/en-us/help/5013627
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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.NET 4.8 5016593 9/20/2022 Defer .NET 4.8 Preview was pushed to wsus

Version 1809/Server 2019 5017379 9/20/2022 Defer Preview update

Version 1809/Server 2019 5017315 9/13/2022 Install Cumulative update

.NET 4.8 5016593 9/13/2022 Install Includes security updates .NET 4.8

.NET 4.7.2 5015713 9/13/2022 Install Includes security updates .NET 4.8

Version 1803 No longer under support

Version 1709 3/9/2021 No longer under support

Version 1703 3/9/2021 No longer under support Cumulative update Surface Hub only

Version 1607/Server 2016 5017305 9/13/2022 Install Cumulative update

.NET 4.8 5017035 9/13/2022 Install Includes security updates

Version 1607/Server 2016 5017396 8/9/2022 Install Servicing Stack

Server 2022

Server 2022 5017316 9/13/2022 Install Cumulative update

.NET 3.5 & 4.8 5017028 9/13/2022 Install Includes security updates .Net 4.8 One or the other will be offered to you

.NET3.5 & 4.8.1 5017030 9/13/2022 Install Includes security updates .Net 4.8 One or the other will be offered to you

Azure Stack HCI

Azure Stack HCI 5017311 9/13/2022 Install Cumulative update

.NET core/.NET 5.0

.NET 6.0.9 Link 9/13/2022 Install .NET 6.0.9

.NET core 3.1.29 Link 9/13/2022 Install .NET core 3.1.8

PRE-WINDOWS 10

Win 8.1/Server 2012 R2 5017367 9/13/2022 Install Monthly rollup Pick one or the other

Win 8.1/Server 2012 R2 5017365 9/13/2022 Install Security-only Pick one or the other

Win 8.1/Server 2012 R2 5017531 9/13/2022 Install Parent KB number .NET Does not include new security fixes

Win 8.1/Server 2012 R2 5017398 9/13/2022 Install Servicing Stack Update

Win 7/Server 2008 R2 5017361 9/13/2022 Install Monthly rollup Pick one or the other

Win 7/Server 2008 R2 5017373 9/13/2022 Install Security-only Pick one or the other

Win 7/Server 2008 R2 5017529 8/9/2022 Install Parent KB number .NET Does not include new security fixes

Win 7/Server 2008 R2 5017397 7/12/2022 Install Servicing Stack Update

Server 2012 5017370 9/13/2022 Install Monthly rollup Pick one or the other

Server 2012 5017377 9/13/2022 Install Security-only Pick one or the other

Server 2012 5017530 9/13/2022 Install Parent KB number .NET Does not include new security fixes

Server 2008 SP2 5017358 9/13/2022 Install Monthly rollup Pick one or the other

Server 2008 SP2 5017371 9/13/2022 Install Security-only Pick one or the other

Office Click to run 

Microsoft 365 Apps 15601.20148 Install Current channel/Monthly 2208 Current channel/Monthly

Microsoft 365 Apps 15427.20284 Install Monthly Enterprise 2207 Monthly Enterprise 

https://docs.microsoft.com/en-us/windows/release-information/resolved-issues-windows-10-2004
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://support.microsoft.com/en-us/help/5016593
https://support.microsoft.com/en-us/help/5017379
https://support.microsoft.com/en-us/help/5017315
https://support.microsoft.com/en-us/help/5016593
https://support.microsoft.com/en-us/help/5015713
https://support.microsoft.com/en-us/help/5017305
https://support.microsoft.com/en-us/help/5017035
https://support.microsoft.com/en-us/help/5017396
https://support.microsoft.com/en-us/help/5017316
https://support.microsoft.com/en-us/help/5017028
https://support.microsoft.com/en-us/help/5017030
https://support.microsoft.com/en-us/help/5017311
https://dotnet.microsoft.com/download/dotnet/6.0
https://dotnet.microsoft.com/download/dotnet/3.1
https://support.microsoft.com/en-us/help/5017367
https://support.microsoft.com/en-us/help/5017365
https://support.microsoft.com/en-us/help/5017531
https://support.microsoft.com/en-us/help/5017398
https://support.microsoft.com/en-us/help/5017361
https://support.microsoft.com/en-us/help/5017373
https://support.microsoft.com/en-us/help/5017529
https://support.microsoft.com/en-us/help/5017397
https://support.microsoft.com/en-us/help/5017370
https://support.microsoft.com/en-us/help/5017377
https://support.microsoft.com/en-us/help/5017530
https://support.microsoft.com/en-us/help/5017358
https://support.microsoft.com/en-us/help/5017371
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Microsoft 365 Apps 15225.20422 Install Monthly Enterprise 2205 Monthly Enterprise 

Microsoft 365 Apps 15601.20148 Install Semi-Annual Preview 2208 Semi-Annual Preview

Microsoft 365 Apps 14931.20724 Install Semi-Annual 2108 Semi-Annual

Microsoft 365 Apps 14326.21142 Install Semi-Annual 2102 Semi-Annual

Microsoft 365 Apps on Win 7 12527.22215 Install Semi-Annual 2002 Semi-Annual

Office 2021 Retail 15601.20148 Install 2208

Office 2019 Retail 15601.20148 Install 2208

Office 2016 Retail 15601.20148 Install 2208

Office LTSC 2021 Volume Licensed 14332.20375 Install 1808

OFFICE 2016

Security

5002016 9/13/2022 Install Security Visio

5002178 9/13/2022 Install Security Office

Non-security

5002251 9/6/2022 Install Non Security Office update fixes an issue in which you receive an "Invalid password" error message

OFFICE 2013

Security

5002166 9/13/2022 Install Security Office

5002017 9/13/2022 Install Security Office

Non-security

5002268 9/6/2022 Install Non Security Excel Fixes the too long file length bug

5002252 9/6/2022 Install Non Security Office

OFFICE 2010

Security

Non-security

None this month

EXCHANGE 2010, 2013, 2016 and  2019

Security

SHAREPOINT

Security

5002271 9/13/2022 Install SharePoint Server Subscription Edition

https://docs.microsoft.com/en-us/windows/release-information/resolved-issues-windows-10-2004
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://support.microsoft.com/en-us/help/5002016
https://support.microsoft.com/en-us/help/5002178
https://support.microsoft.com/en-us/help/5002251
https://support.microsoft.com/en-us/help/5002166
https://support.microsoft.com/en-us/help/5002017
https://support.microsoft.com/en-us/help/5002268
https://support.microsoft.com/en-us/help/5002252
https://support.microsoft.com/en-us/help/5002271
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5002270 9/13/2022 Install SharePoint Server Subscription Edition language pack

5002257 9/13/2022 Install SharePoint Server 2019 Language Pack

5002258 9/13/2022 Install SharePoint 2019 Core

5002142 9/13/2022 Install SharePoint Enterprise Server 2016

5002269 9/13/2022 Install SharePoint Enterprise Server 2016

5002267 9/13/2022 Install SharePoint Foundation Server 2013

5002159 9/13/2022 Install SharePoint Foundation Server 2013

Cumulative updates  (non-security)

5002264 9/13/2022 Install SharePoint Enterprise Server 2013

5002263 9/13/2022 Install Project Server 2013

5002262 9/13/2022 Install SharePoint Foundation 2013

5002256 9/13/2022 Install Office Online Server

SQL

https://docs.microsoft.com/en-us/windows/release-information/resolved-issues-windows-10-2004
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://support.microsoft.com/en-us/help/5002270
https://support.microsoft.com/en-us/help/5002257
https://support.microsoft.com/en-us/help/5002258
https://support.microsoft.com/en-us/help/5002142
https://support.microsoft.com/en-us/help/5002269
https://support.microsoft.com/en-us/help/5002267
https://support.microsoft.com/en-us/help/5002159
https://support.microsoft.com/en-us/help/5002264
https://support.microsoft.com/en-us/help/5002263
https://support.microsoft.com/en-us/help/5002262
https://support.microsoft.com/en-us/help/5002256

